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Cyber security resilience in response to potential 

malicious incidents related to the conflict in Ukraine.  

Our colleagues at the National Cyber Security Centre (NCSC), the UK’s technical 
authority on cyber security, have issued guidance for organisations on the 

steps they need to take to bolster the UK’s resilience against the heightened 

risk of malicious cyber incidents in and around Ukraine. We know many 

organisations and businesses in the UK have well laid out plans and good cyber 

security measures in place. However due to the nature of online global 

networks, attacks that occur overseas could have an impact on UK institutions, 

services and systems. This is why organisations and businesses are being urged 

to take action now.  

  

While the NCSC is not aware of any current specific threats to UK 

organisations in relation to events in and around Ukraine, the guidance 

endorsed by Police Scotland and the Cyber Scotland Partnership, encourages 

organisations to follow actionable steps that reduce the risk of being 

impacted by cyber-attacks, including: 

  

 Patching systems;  
 Improving access controls and enabling multi-factor authentication;  
 Implementing an effective incident response plan;  
 Checking that backups and restore mechanisms are working; 

 Disable non-essential ports &protocols; 

 Strengthen controls for cloud services; 

 Run antivirus; 

 Ensuring that online defences are working as expected, and;  
 Keeping up to date with the latest threat and mitigation information.  

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fnews%2Fuk-organisations-encouraged-to-take-action-around-ukraine-situation&data=04%7C01%7CMary.Wilson%40scotland.police.uk%7Cf292e2b4b1fa4183974b08d9fa0643ab%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C637815727226666159%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=rq8gPb3aEiFxR3JjbEPPw0Izemt4NObOsz7OCCd3S5Q%3D&reserved=0
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For further information visit: https://www.ncsc.gov.uk/guidance/actions-to-

take-when-the-cyber-threat-is-heightened where you will find the relevant 

advice, actions and resources.  

 

Further information and guidance for specific sectors are available through the 

NCSC website 

 

 Critical National Infrastructure, Large organisations and public sector - 

NCSC alert 

 Small Medium Enterprises - Small business guide 

 Microbusinesses, Sole Traders - Cyber Action plan 

 General public - www.cyberaware.gov.uk 

 

  

We would also encourage you to follow the NCSC’s social media channels: 
LinkedIn and Twitter for further alerts and updates.  

   

  

If you have been a victim of crime, and it is not an ongoing emergency, you can 

report this to Police Scotland on 101. 

 

This alert was sent out for your information by Police Scotland Safer Communities 
Cybercrime Harm Prevention Unit - PPCWCyberHarmPrevention@scotland.pnn.police.uk  

All information was correct at time of distribution. 28/02/2022. 
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